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Fostering cooperation in GDPR
enforcement across Europe

O ms= Executive summary

DIGITALEUROPE welcomes the European Commission’s initiative to
facilitate more harmonised procedural cooperation in cross-border
enforcement of the General Data Protection Regulation (GDPR).* We
believe these efforts will greatly contribute to a reinforced one-stop-shop
(OSS) mechanism, which we deem crucial for both businesses and data
subjects.?

For harmonised enforcement to work in practice, we recommend that the new
rules should:

» Facilitate amicable settlements, with a reinforced role for lead
supervisory authorities (LSAS);

» Better define the rights and roles of complainants, their representatives
and the parties under investigation in proceedings;

» Require hearings before a draft decision is prepared and shared,
including as part of the European Data Protection Board’s (EDPB)
dispute-resolution proceedings;

» Improve transparency about the information shared between
authorities, including the elements to establish the LSA; and

» Set procedural deadlines that safeguard due process and allow parties
to exercise their procedural rights.

We encourage the Commission and the EDPB to continue open stakeholder
involvement in the preparation of this legislative proposal.

1 https:/lec.europa.eufinfo/law/better-requlation/have-your-say/initiatives/13745-Further-
specifying-procedural-rules-relating-to-the-enforcement-of-the-General-Data-Protection-
Requlation_en.

2 DIGITALEUROPE, Two years of GDPR: A report from the digital industry, available at
https://www.digitaleurope.org/wp/wp-content/uploads/2020/06/DIGITALEUROPE Two-years-
of-GDPR_A-report-from-the-digital-industry.pdf.
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Tools to promote cooperation early in the
process

We welcome the EDPB’s recognition of the role amicable settlements can play
in the OSS procedure.® Amicable settlements are described in Recital 131
GDPR, and should be facilitated in cross-border cases.

Non-contentious case resolutions allow space for trusted and constructive
agreements between parties. They can lead to faster case resolution, and
remove some of the burden from DPAs and the parties involved.

We would further welcome reinforcement of LSAS’ role in amicable settlements
as part of the OSS.

Status of parties to administrative proceedings

Each party’s procedural rights before DPAs should be further defined.
Complainants, their representatives and the parties under investigation should
have clearly defined, active roles in proceedings.

Having clearly defined rights and obligations would increase the parties’ trust
and collaboration in resolving cases. It would also help avoid the burden of
further litigation before national courts. In this context, the right to a hearing is
of particular importance, as discussed below. It can provide key information
over different cases, avoid biases and ensure stronger collaboration with
authorities.

Additionally, we support the EDPB’s recommendation to clarify which part of a
file parties should be allowed to access. To this end, it is key that confidential
files, which may contain information covered by intellectual property rights or
trade secrets, or entail cybersecurity considerations, should be kept highly
confidential. Rules for careful assessment, involving the party under
investigation, are necessary to avoid economic harm and damages. The
inclusion of such confidential information in rules around DPAS’ investigative
powers would be further welcomed.

Right to a hearing and good administration

The right of parties under investigation to be heard should be recognised and
balanced with those of complainants.

Hearings help to inform DPAs’ decision-making process. We strongly support
the EDPB’s recommendation that an obligation be set for hearings to take place
before a draft decision is prepared and shared with concerned DPAs. The
EDPB's decision-making process should include the results from hearings. For

3 EDPB letter to the European Commission on procedural aspects that could be harmonised at
EU level and EDPB Guidelines 02/2022.
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hearings to inform the decision-making process, they should also be part of
dispute-resolution proceedings under Art. 65.

The scope, modalities and timing, as described by the EDPB, should be
clarified so as to allow for sufficient time to prepare. A level of flexibility should
be in place, for instance as to whether the hearing should be in written or in
oral form.* Summaries of the hearings should be provided to the parties, in the
interest of transparency.

Information shared about the investigation

Transparency about the information shared between authorities is key,
particularly in cross-border investigations. The elements taken into account to
establish which DPA should take the lead should be clear to the parties
involved.

Procedural deadlines

We welcome the introduction of more granular procedural deadlines. However,
new cross-border rules should remain adaptable to different cases and levels
of complexity. Decisions should not be rushed, which may lead to increased
litigation. Procedural deadlines should safeguard due process and allow parties
to exercise their procedural rights.

Extensions should be available to authorities, and the parties’ rights, e.g. the
right to be heard, should be taken into account in setting new procedural
deadlines.

FOR MORE INFORMATION, PLEASE CONTACT:

A Alberto Di Felice

Director for Infrastructure, Privacy and Security Policy

alberto.difelice@digitaleurope.orq / +32 471 99 34 25

AL Beatrice Ericson
Officer for Privacy and Security Policy

beatrice.ericson@digitaleurope.orq / +32 490 44 35 66

4 EDPB Guidelines 03/2021.
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About DIGITALEUROPE

DIGITALEUROPE is the leading trade association representing digitally transforming industries in
Europe. We stand for a regulatory environment that enables European businesses and citizens to
prosper from digital technologies. We wish Europe to grow, attract, and sustain the world’s best digital
talents and technology companies. Together with our members, we shape the industry policy positions
on all relevant legislative matters and contribute to the development and implementation of relevant EU
policies, as well as international policies that have an impact on Europe's digital economy. Our
membership represents over 45,000 businesses who operate and invest in Europe. It includes 102
corporations which are global leaders in their field of activity, as well as 41 national trade associations
from across Europe.

Corporate Members

Accenture, Airbus, Applied Materials, Amazon, AMD, Apple, Arcgelik, Arm, Assent, Autodesk, Avery
Dennison, Banco Santander, Bayer, Bosch, Bose, Bristol-Myers Squibb, Brother, Canon, CaixaBank,
Cisco, CyberArk, Danfoss, Dassault Systemes, DATEV, Dell, Eaton, Epson, Ericsson, ESET, EY,
Fujitsu, GlaxoSmithKline, Google, Graphcore, Hewlett Packard Enterprise, Hitachi, Honeywell, HP Inc.,
Huawei, ING, Intel, Johnson & Johnson, Johnson Controls International, Konica Minolta, Kry, Kyocera,
Lenovo, Lexmark, LG Electronics, Mastercard, Meta, Microsoft, Mitsubishi Electric Europe, Motorola
Solutions, MSD Europe, NEC, Nemetschek, NetApp, Nintendo, Nokia, Nvidia Ltd., Oki, OPPO, Oracle,
Palo Alto Networks, Panasonic Europe, Pearson, Philips, Pioneer, Qualcomm, Red Hat, RELX,
ResMed, Ricoh, Roche, Rockwell Automation, Samsung, SAP, SAS, Schneider Electric, Sharp
Electronics, Siemens, Siemens Healthineers, Skillsoft, Sky CP, Sony, Sopra Steria, Swatch Group,
Technicolor, Texas Instruments, TikTok, Toshiba, TP Vision, UnitedHealth Group, Visa, Vivo, VMware,
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Membership

Waymo, Workday, Xerox, Xiaomi, Zoom.

National Trade Associations

Austria: 100

Belgium: AGORIA

Croatia: Croatian

Chamber of Economy
Cyprus: CITEA

Czech Republic: AAVIT
Denmark: DI Digital, IT
BRANCHEN, Dansk Erhverv
Estonia: ITL

Finland: TIF

France: AFNUM, SECIMAVI,
numeum

Germany: bitkom, ZVEI
Greece: SEPE

Hungary: IVSZ

Ireland: Technology Ireland
Italy: Anitec-Assinform
Lithuania: Infobalt
Luxembourg: APSI
Moldova: ATIC
Netherlands: NLdigital, FIAR
Norway: Abelia

Poland: KIGEIT, PIIT, ZIPSEE
Portugal: AGEFE

Romania: ANIS

Slovakia: ITAS

Slovenia: ICT Association of
Slovenia at CCIS

Spain: Adigital, AMETIC
Sweden: TechSverige,
Teknikforetagen
Switzerland: SWICO
Turkey: Digital Turkey Platform,
ECID

Ukraine: IT Ukraine

United Kingdom: techUK



