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Executive summary

DIGITALEUROPE supports the policy option of limited legislative amendments to
the PSD2 among those outlined in the Call for Evidence. These amendments
could primarily clarify existing rules around Open Banking and Strong Customer
Authentication (SCA) in order to facilitate their roll-out.

The second Payment Services Directive (PSD2) is a milestone in achieving an
integrated payments market in Europe. It seeks to foster competition and
innovation in retail payments, while ensuring a high level of security and
consumer protection.

Four years after its entry into force, the PSD2 has already reached some of its
main objectives. The Introduction of SCA together with continued investment and
use of fraud-prevention technologies have contributed to reduce e-commerce
fraud rates. However, strict implementation of the SCA mandate still poses some
challenges that result in unnecessary friction. Such strictures do not allow to
strike the right balance between security and customer’s convenience.
Abandonment rates continue to improve but are still relatively high at a time
where e-commerce is needed the most. DIGITALEUROPE's membership
includes credit card networks, financial institutions, and other emerging actors in
the fintech ecosystem. Our recommendations for the revision of the PSD2
include:

» Maintaining payment processors and operators of payment systems
and schemes out of the PSD2’s scope. They are already subject to the
Principles of Financial Market Infrastructure (PFMIs) - a robust set of
standards for the supervision and oversight of payment processors and
system activities;
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» Introducing a more risk-based approach to Strong Customer
Authentication (SCA), focused on limiting re-authentication needs,
exempting applications such as remote and connected environments in
specific circumstances, and analysing whether a review of the threshold
for contactless payments is necessary;

» Publishing EU guidance to improve the Open Banking experience
and align further the PSD2 with the GDPR.

Below we offer more background on these and other recommendations.
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Scope of the PSD2

We recommend maintaining payment processors as well as operators of
payment systems and schemes out of the PSD2’s scope. These activities are
markedly different from end-user services currently captured under the
legislation. They are also already subject to the Principles of Financial Market
Infrastructure (PFMIs),! which are a robust, globally-agreed set of standards for
the supervision and oversight of payment processors and system activities.
PFMIs are an essential element to strengthening and preserving financial
stability.

Adding such activities to the PSD2 scope may create risks of duplication with
well-functioning supervisory and oversight processes already existing today. It
would therefore undermine the smooth functioning of payment systems operating
across the EU. Any possible decision to expand the scope of the PSD2 should
be guided by a need for proportionality, and engage the ECB, national central
bank overseers and industry participants in the process.

Strong Customer Authentication

Preparation for Strong Customer Authentication (SCA) implementation has
required payment players to mobilise substantial investments and resources into
compliance. As the implementation journey approaches the finish line, it clearly
emerges there are areas for further improvement. We support creating a
framework that enables the full use of innovative fraud prevention and
authentication technologies while, at the same time, promotes a more outcome
and risk-based approach. This is key for the industry to create customer-centric
solutions that ensure the highest levels of security. A less prescriptive payments
service legislative framework does not at all imply lower levels of security for
consumers and businesses. As SCA in the PSD2 get reviewed, we call for focus
on:

» Expanding the timeframe for SCA renewal for Account Information
Service Providers (AISPs). Today’s requirements for the Payment
Service User (PSU) demand it to authenticate at each access or every 90
days. The review of the PSD2 should expand to 180 days the time frame
required for SCA’s renewal in order to align with the EBA’s Final Report
on SCA published in April 2022.2. These changes are important to ensure

1 Bank for International Settlements and International Organization of Securities Commissions,
Principles for financial market infrastructures: Disclosure framework and Assessment

methodology, 2012

2 European Banking Authority, Draft Regulatory Technical Standards amending Commission
Delegated Requlation (EU) 2018/389 supplementing Directive (EU) 2015/2366 of the European
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technology solutions are not unnecessarily restrained by over-prescriptive
SCA mandates.

» Exempting specific applications from the scope. The targeted review
of the PSD2 should lead to the exemption of the following applications
under certain, carefully analysed, payment thresholds:

= Unattended terminals for electric vehicle (EV) charging. The
exemption would help the EU meet its Green Deal goals and
contribute to plugging the investment gap in EV infrastructure.
Estimates say the EU would need to install 150.000 new electric
vehicle charging points each year, or roughly 3.000 per week, to
reach its 2025 target.®

®= Unconnected and remote environments. This is key to ensure
aircraft and ship passengers can continue to make payments
onboard.

= Mail Order and Telephone Orders (MOTO) transactions. The
review of the PSD2 should bring further clarify on the existing
regime for MOTO payments.

= Vending machines and donation terminals

» Carefully analysing whether areview of the threshold for
contactless payments is necessary. This is in function of the success
of contactless payment transactions during the COVID-19 crisis. The SCA
framework has played a key role in reducing fraud levels. It has also
showed ability to deal with evolving circumstances. When COVID-19
infections surged, payment service providers were granted the possibility
to use provisions under Article 11 of the Regulatory Technical Standards
(RTS) on SCA and increase the threshold for contactless payments to
€50 in all EU countries. That represented a good example of striking the
right balance between innovation and security. Citizens have now fully
digested the new threshold.

» Addressing new types of fraud. We shine in particular a light on:

= Clarification of liability in authorised push scams (or APP
scams). The review of the PSD2 should include new provisions to
deal with liability in relation to this type of scams, in which a

Parliament and of the Council with regard to regulatory technical standards for strong customer
authentication and common and secure open standards of communication, 2022.

3 More background on this issue in our paper titled Contactless Payments: An enabler for e-mobility
in the EU
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Payment Service User (PSU) is tricked into transferring money to
a fraudster via a credit transfer, including through the use of an
instant payment instrument. In these cases, there is no
impersonation of the PSU. It is the PSU itself who authorised the
transaction. Liability should be allocated according to the specific
circumstances among PSUs, Payment Initiation Service Providers
(PISPs), payer's PSPs and payee PSPs.

= RTSs for Internet of Things (loT) applications. The RTSs
should cover those circumstances where transactions are
autonomously initiated by the device.

» Clarifying the legal ground for processing of behavioural data. The
targeted revision or the PSD2 should help secure a better legal ground for
the processing of behavioral data for SCA. The use of behavioral data as
second authentication factor would facilitate PSPs’ compliance with SCA
requirements. The PSD2 is unclear today on the validity of sophisticated
behavioral solutions to improve authentication methods. This lack of
clarity has also created inconsistencies with the GDPR

» Providing guidance on SCA during technical incidents. Industry
would welcome specific guidelines from the EBA on how to deal with SCA
during technical incidents impacting the SCA infrastructure.

Open Banking and competition in the payment
industry

There are important learning points from the challenging and difficult
implementation of Open Banking. Articles 66 and 67 of the PSD2 should have
already made it a reality, but there are lingering problems around it.

For example, there still lie obstacles in the user interface which continue to inhibit
access to customer payment account data by third-party providers (TPPs)* and,
in turn, adoption of Open Banking by consumers and businesses. TPPs must be
confident that they can build products based on an infrastructure that is reliable
and will not cause issues such as cardholder abandonment and lower sales
conversions. At the same time, consumers also need to trust that using APIs in
Open Banking infrastructure will work.

4 According to Directive (EU) 2015/2366 on payment services (PSD2), a third-party provider is an
entity authorised to access accounts upon customer consent (while not operating those account
itself). Payment initiation service providers and Account information service providers are
examples of TPPs under the PSD2.
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We suggest focus on:

» Standardization, access, and interoperability of APIs: one of the
challenges for Open Banking’s adoption remains the quality of all the
different APIs in the PSD2. We would welcome guidance for National
Competent Authorities by the European Banking Authority (EBA) which
would concentrate on improving API performance.

» Data management & interplay between PSD2 and GDPR: Regulatory
harmonisation and clear rules for data management are key to ensure a
smooth development of Open Banking. This is why it is key to ensure
greater alignment of the PSD2 with the lawful grounds for personal data
processing under the GDPR. This is evident for example in the notion of
consent, on which the PSD2 remains still inconsistent with the GDPR. °

FOR MORE INFORMATION, PLEASE CONTACT:

s Ray Pinto

Director for Digital Transformation Policy

ray.pinto@digitaleurope.orq / +32 472 55 84 02

ah Vincenzo Renda

Senior Manager for Digital Transformation Policy

vincenzo.renda@digitaleurope.org / +32 490 11 42 15

5 The EPBD has also published guidelines on the interplay of the Second Payment Services
Directive and the GDPR in December 2020
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About DIGITALEUROPE

DIGITALEUROPE represents the digital technology industry in Europe. Our members include
some of the world’s largest IT, telecoms and consumer electronics companies and national
associations from every part of Europe. DIGITALEUROPE wants European businesses and
citizens to benefit fully from digital technologies and for Europe to grow, attract and sustain the
world’s best digital technology companies. DIGITALEUROPE ensures industry participation in
the development and implementation of EU policies.

DIGITALEUROPE Membership

Corporate Members

Accenture, Airbus, Amazon, AMD, Apple, Argelik, Assent, Atos, Autodesk, Banco Santander, Bayer, Bidao,
Bosch, Bose, Bristol-Myers Squibb, Brother, Canon, Cisco, CyberArk, Danfoss, Dassault Systémes,
DATEV, Dell, Eli Lilly and Company, Epson, Ericsson, ESET, EY, Fujitsu, GlaxoSmithKline, Global
Knowledge, Google, Graphcore, Hewlett Packard Enterprise, Hitachi, HP Inc., HSBC, Huawei, Intel,
Johnson & Johnson, Johnson Controls International, JVC Kenwood Group, Konica Minolta, Kry, Kyocera,
Lenovo, Lexmark, LG Electronics, Mastercard, Meta, Microsoft, Mitsubishi Electric Europe, Motorola
Solutions, MSD Europe Inc., NEC, Nemetschek, NetApp, Nokia, Nvidia Ltd., Oki, OPPO, Oracle, Palo Alto
Networks, Panasonic Europe, Philips, Pioneer, Qualcomm, Red Hat, RELX, ResMed, Ricoh, Roche,
Rockwell Automation, Samsung, SAP, SAS, Schneider Electric, Sharp Electronics, Siemens, Siemens
Healthineers, Sky CP, Sony, Sopra Steria, Swatch Group, Technicolor, Texas Instruments, TikTok, Toshiba,
TP Vision, UnitedHealth Group, Visa, Vivo, VMware, Waymo, Workday, Xerox, Xiaomi, Zoom.

National Trade Associations

Austria: 100

Belgium: AGORIA

Croatia: Croatian

Chamber of Economy
Cyprus: CITEA

Czech Republic: AAVIT
Denmark: DI Digital, IT
BRANCHEN, Dansk Erhverv
Estonia: ITL

Finland: TIF

France: AFNUM, SECIMAVI,
numeum

Germany: bitkom, ZVEI
Greece: SEPE

Hungary: IVSZ

Ireland: Technology Ireland
Italy: Anitec-Assinform
Lithuania: Infobalt
Luxembourg: APSI
Moldova: ATIC
Netherlands: NLdigital, FIAR
Norway: Abelia

Poland: KIGEIT, PIIT, ZIPSEE
Portugal: AGEFE

Romania: ANIS

Slovakia: ITAS

Slovenia: ICT Association of
Slovenia at CCIS

Spain: Adigital, AMETIC
Sweden: TechSverige,
Teknikforetagen
Switzerland: SWICO
Turkey: Digital Turkey Platform,
ECID

Ukraine: IT Ukraine

United Kingdom: techUK



