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Key messages

The European data economy will be a key driver of the EU’s growth this decade.
DIGITALEUROPE welcomes the Data Governance Act! as first major initiative
under the 2020 Data strategy, to enable increased access to data, bring trust to
data sharing and create the foundations to build the European data spaces upon.

To ensure that the Data Governance Act framework will effectively boost the EU’s
data economy, we propose the following recommendations:

»

»

»

»

Prudently unlock re-use of sensitive data: While the benefits of re-using
sensitive publicly-held data are immense, which kind of data is concerned
needs to be carefully assessed. The re-use of personal data, |P-protected
and commercially-confidential data presupposes the creation of a robust
framework preventing any misuses (averting data breaches, etc.).

Safeguard existing data sharing initiatives: The proposed requirements
for data intermediaries should not affect existing value-added B2B
platforms and data partnerships, used for instance by companies to serve
their customers or exchange data with suppliers. The proposal’s scope and
requirements should be clarified accordingly and remain proportionate.

Leverage data altruism: The proposal should allow companies to access
data donations if the data is collected for “general interest” goals (to support
innovation for healthcare, smart mobility, etc.) and if consent is granted.

Keep the framework simple: Single information points should act as data
sharing one-stop shops for stakeholders, to reduce uncertainty and raise
awareness, particularly towards smaller businesses. The European Data
Innovation Board should guide the work of competent authorities and
information points, notably to ensure EU harmonisation and simplification.

1 European Commission, Proposal for a Regulation on European data governance (COM/2020/767),
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0767

DIGITALEUROPE

Rue de la Science, 14A, B-1040 Brussels

T.+32 (0) 2 609 53 10 / www.digitaleurope.org / W @DIGITALEUROPE
EU Transparency Register: 64270747023-20



http://bit.ly/2X8pBZz
http://www.digitaleurope.org/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020PC0767

DIGITALEUROPE@

Table of Contents

0 KEBY MESSAGES .evuniiiiiiiiiiie ettt e et e e e e e e e e eaas 1
o Table Of CONTENTS ...uuiiiiiiiiiiiiiiiiiiiii it 2
L 1011 oo L8 o o o 3
© CroSSCULLING @SPECES ...cieiiiiieeriiiii et e e e e e e eeannes 4
Relationship with other rules and iNitiatiVes ...........ccoooviiiiiiiiiiee e 4
S W = g g aTo] oIS T= Ui o] o PR PPRP ORI 5
DEFINITIONS ...ttt e e e e e et e e e e e s b e e e e e e e e e e aanrreneeaeeas 6
e Access and re-use of sensitive publicly-held data......................... 6
= L= T 010 (=] 011 = | 6
Categories Of data COVEIEA .........coiuuiiiiiiiii e 7
Data processing and arrangemMENTS ........ccciiuuriieiiireee it e rirre e riree e e e sbe e e sneeeas 9
(€T o To I o] = ox 1o =T 10
e Data sharing intermediaries and activities .........ccccccceeeiiiieeereeennns 12
1Yol 0] o PP PPRT P TRUPPPPPIN 12
REQUITEMENTS ...ttt ettt s b e e et e e e e e e e e 13
Diversity of Sharing MOGEIS .......cocuuiiiiiiiii e 14
©  Data altrUISIM cooeieeiiiiii e 15
GENEIAI INTEIEST USE ...ciii ittt e e e e s et e e e e e e e s eaeee e 15
=Yg E=To o ot o]  F=1=T o | 16
LU o] g 1ST=T o1 B {0 o PR 17
e International data transfers ... 17
Transfers and adequacy MeChaniSMS ..........coiiiiiiiiiii i 17
AACCESS TRQUESES ...ieetieti et e ettt e e et ettt e e e e et e e et s s e e e e et e eb s e e e e e e eesbaan e e e e e e eesaneanns 18
o Competent QULNONITIES .......uuvuiiiiiiiiiiiiiiiiii s 19
Framework SimplifiCatioN..............uuuieiiiiiiiiiieiiieieie e 19
RESOUICES ... et e ettt e e e e e et e bt e e e e e e eetban e e as 20
e European Data Innovation Board.........c.ccoeevvviiiiiiiiiiiin e, 21
REPIESENIALIVES .....eiiiiiiiii ettt e e e e e e 21

01T /=T N 22



O UN"

DIGITALEUROPE@

Introduction

Europe has a strong data potential, but it remains untapped. As of 2020, the data
economy is estimated to contribute only to 3% of the EU’s GDP?. We believe that
this can change. As DIGITALEUROPE, we have been developing KPIs to set
attainable objectives for the digital economy: Europe can, and must, grow its data
economy to 6% of GDP by 20253,

Therefore, we welcome initiatives to increase data availability and improve access
to, and re-use of public sector data, as well as helping facilitate greater private data
sharing by increasing trust. Our members support the principles of voluntary,
trustworthy and responsible data sharing and enhanced access to public sector
data for European innovators, key principles which underpin the Data Governance
Act proposal (hereafter “the Regulation”, or “DGA”). Such principles will encourage
more trusted, responsible data sharing and the re-use of public sector data to
address today’s societal challenges in relation to health, environment or mobility,
and more generally to support Europe’s economic growth, global competitiveness,
and the development of technologies such Al and high-performance computing.

We believe that digital ecosystems, based on European values, can help further
promote data exchange across borders and sectors, and contribute to the
competitiveness of EU industry and research. The DGA can be instrumental in
driving an important paradigm shift towards embracing the potential of data for the
common good along the principles of openness, participation, and transparency.

The benefits of data sharing and a more open, collaborative approach to data can
arise across wide scenarios, with varying numbers and types of actors involved. In
fact, successful collaboration models already exist across many of these different
scenarios — and across projects on which DIGITALEUROPE members are already
engaged in — that allow organisations to share more data while maintaining
contractual freedom and driving important, valuable results and learnings.

We believe that data collaboration within and across Europe’s industries will be
key to future innovation and economic growth. The DGA is a promising starting
point which could provide an important foundation to the European Single Market
for Data that the EU wishes to build.

We provide below key considerations and recommendations for policymakers to
help ensure that the DGA achieves its objective of increasing data sharing in
Europe.

2 EU Data Market study, 2020, https://datalandscape.eu/european-data-market-monitoring-tool-2018

3 DIGITALEUROPE, https://www.digitaleurope.org/key-indicators-for-a-stronger-digital-europe/
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Crosscutting aspects

Relationship with other rules and initiatives

The European data legislative framework is a set of growing initiatives addressing
many different aspects of the data economy. Some pieces of legislation have been
in force for some time, while others should be released in the coming years as part
of the Commission’s Data strategy.

The DGA proposal should be fully integrated within this regulatory framework.
Regarding personal data, avoiding any conflict with the General Data Protection
Regulation (GDPR) is key to provide legal certainty to entities in scope. The DGA
should be entirely consistent with the GDPR and rely on all the key legal bases
provided for processing — i.e., not only consent. When it comes to sharing of
publicly-held data, the DGA should leverage existing provisions from the recently
revised PSI / Open Data Directive* to avoid discrepancies between publicly-held
non-personal data (under PSI) and sensitive non-personal and personal data
(under DGA).

The Regulation should also fit into the broader European data ecosystem,
including initiatives such as the Common European data spaces. It is surprising to
see so little references to the latter, given the fact that the DGA was initially
supposed to be a “legislative framework on the governance of Common European
data spaces”; and because the released proposal is still very much focused on the
data spaces’ inception — without naming them — with provisions to build trust in the
spaces and to ensure they would have access to wide ranges of data.

The European Data Innovation Board envisioned in the proposal should ensure
proper coordination between the different initiatives within the EU data framework,
whether legislative or not. It could act as forum for stakeholders to discuss data
issues, monitor the implementation of the EU Data strategy and its initiatives, and
improve the coherence of the overall framework. This is particularly important for
activities such as developing interoperability and cross-sector standardisation,
which are part of the Board’s mandate but would need input from representative
of the different data spaces, industry initiatives such as GAIA-X, and standards
developing organisations.

Our recommendations:

» The relationship with the wider legal framework (GDPR, Open Data
Directive, Free flow of non-personal data Regulation) needs to be further
explained.

4 Directive 2019/1024 on open data and the re-use of public sector information
https://eur-lex.europa.eu/eli/dir/2019/1024/0j
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» Related non-legislative initiatives should be taken into account (e.g. data
spaces, GAIA-X).

EU harmonisation

Despite being a regulation and not a directive, the DGA offers considerable
flexibility for Member States to implement the provisions as they see fit, through
their designated competent authorities. This is particularly true on a number of
provisions, from granting or refusing re-use of data under chapter 2 to defining
applicable fees or penalties relative to infringement.

As DIGITALEUROPE, we believe that the European data economy can only
prosper in a harmonised EU Single Market. Therefore, we call for the
implementation of requirements to be unified. Without additional safeguards to
ensure coordination and harmonisation among competent authorities, the integrity
of the internal market on data could be compromised:

» Competent authorities in one Member State may respond positively to data
re-use requests more often than other countries, and with divergent re-use
conditions. This may lead to companies having better access to data
depending on where their operations are based and their capacity to
request access in other countries.

» Measures and penalties to be decided by competent authorities pursuant
to the Regulation may be strict or lenient depending on each Member State.
For data intermediaries in the scope, some Member States may charge
administrative fees when handling the notification procedure and related
compliance monitoring, according to article 10(10). This could lead to forum
shopping, with legal representatives to be designated in countries more
favourable by organisations in scope. This would undermine entities acting
in good faith, particularly European ones as their country of main
establishment would be the one notified under the DGA.

To avoid such situations, effective and consistent oversight from the Commission
and the European Data Innovation Board is needed, combined with harmonised
interpretation.

We believe that the Commission and the European Data Innovation Board should
develop guidance and mechanisms to limit divergence in the application of the
Regulation. When possible, binding rules to direct authorities’ actions could even
be developed at EU level. This would support a level playing field for all companies,
regardless of their country of origin.

We understand that in some cases, discrepancies between Member States may
happen due to lack of resources or know-how. The Commission and the European
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Data Innovation Board should stand ready to support authorities in the efficient,
proportionate and harmonised implementation of the DGA'’s provisions.

Our recommendation:

» To enhance the Single Market, a unified implementation of requirements at
EU level is needed (including data access conditions, penalties, etc.).

Definitions

The DGA proposal is promising but a general lack of clarity may counter the
positive impact expected from the Regulation. Finetuning of existing definitions and
insertion of new ones may help address the uncertainty for data economy actors.

Our recommendations:

» Fine-tuning and insertion of new definitions in article 2 could help clarify the
proposal’s scope, notably for chapters 3 and 4.

= Including introducing a definition of ‘data sharing intermediary’.

=  More details in dedicated section.

» The definition of ‘data’ should also include non-digital data.

= Forinstance, many hospitals have paper records not yet digitalised.

» A new definition should be introduced to define the concept of ‘general
interest’, extensively used for chapter 4. The definition should be wide and
integrate the support to research and innovative uses, including the
development of new services and products by companies.

= More details in dedicated section.

Access and re-use of sensitive publicly-held data

Data potential

The provisions outlined in chapter 2 of the Regulation proposal are a positive step
towards increasing re-use of public sector data by addressing categories of data
not covered by the Open Data Directive.

This can be of high societal and economic benefit, for instance the re-use of
medical records or genetic data in the health field could help develop personalised
medicine and research cures for rare diseases. In the mobility field, the re-use of
user and service provider transport data could support the establishment of
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multimodal passenger transport — allowing to buy tickets for different transport
modes and from different operators in one payment — which could lead to
increased public transport use over private personal vehicles use.

DIGITALEUROPE is in favour of nurturing innovation and addressing societal
challenges through the re-use of data, and the public sector data can play a vital
role in such endeavours. We are committed to the further use of open government
data beyond the Open Data Directive and welcome the steps taken by the DGA to
make EU public authorities pioneers in supporting the re-use of sensitive data.

The COVID-19 pandemic has demonstrated the collective efforts and collaboration
required, including the re-use of data, to support public health management
strategies across the EU. When aiming to foster such collaboration, the public
sector should act as a role model in providing data access and ensure secondary
use. To achieve such goal, DIGITALEUROPE recommends an Open-by-Default
obligation with clear policy measures.

In order to tap the greatest possible potential from open government data, close
cooperation and networking among actors involved is required, i.e. between data
providers and data users. Many relevant actors are not yet connected in a
comprehensive and systematic way. An intensified exchange between open
government data actors throughout Europe is necessary for making better use of
existing offers and benefitting from untapped potential.

Frameworks for the re-use of data must be based on strong principles which
ensure a trustworthy environment for all stakeholders. The acceptance,
understanding and motivation to use open government data needs to be promoted
by increasing confidence in its responsible handling. The DGA can be an important
step in this direction.

Our recommendation:

» Initiatives such as the Open Data Directive or the Data Governance Act
need to become part of a larger EU and national open data ecosystem,
supported by the European Data Innovation Board.

Categories of data covered

While the DGA’s provisions on sensitive data are very promising, the resulting
regulatory framework needs to be perfectly secure given the sensitivity of the data
to be re-used.

The scope of the proposed provisions must be clear, and should not cover data
which is licensed to government bodies by commercial actors and restrict choice
of contracting terms. We believe that such measures would disincentivise
collaboration between industry and public sector. Provisions for sensitive data held
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by the public sector should also ensure that personal data, trade secrets,
confidential business information or IP rights and protections are not undermined.
It is also unclear how businesses can be sure that the public sector body
1) accurately determines which data must be protected and 2) effectively removes
any protected (commercially-confidential) information from the datasets it holds.

If this cannot be assured, it would mean that data suppliers would have to factor in
new costs of doing business with governments and the public sector. It would
ultimately disincentivise corresponding industry collaboration, given the possibility
of sensitive commercial information being made available to third parties (whether
comprised by the data itself, proprietary data containers or formats, or insights into
technology that the data may provide), and the risk that competitors could receive
an unfair advantage by benefiting from significant investment made in generating,
collecting and processing data.

Additionally, in our view, ‘highly sensitive’ commercial data subject to the rights of
others should not be re-used (nor, by definition, transferred) by determination of a
public body, or delegated acts, as put forward in the draft proposal. In general, we
believe that further clarity is needed on the concept of ‘highly sensitive’ data in the
DGA. While recital 19 notes that such types of data should be defined in EU law,
it only allows for future sectoral legislation to do so, which may create lasting
uncertainty for Member States and stakeholders wishing to re-use sensitive
publicly-held data.

Our recommendations:

» While allowing the re-use of data beyond the scope of the Open Data
Directive is very promising, which kind of data is concerned needs to be
carefully assessed.

» Categories of publicly-held ‘protected data’ should be further defined, while
considering the risks for citizens’ privacy and industry competitiveness with
any ambiguity in the wording (cf. article 3) and on how such data can be
used.

=  The concept of ‘highly sensitive’ data should also be defined and
clarified in the Regulation.

» The re-use of personal data and commercially-confidential data
presupposes the creation of a robust framework preventing any misuses
(averting data breaches, etc.).

» Itis crucial to ensure that companies’ data is not shared with competitors.
The provisions should not cover data licensed to government bodies by
commercial actors and restrict choice of contracting terms, as it would
disincentivise public-private collaboration.
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Data processing and arrangements

The DGA lacks clarity regarding the potential re-use obligations, for instance to
process data in a secure environment or to pre-process sensitive data, whether to
anonymise or pseudonymise its content, or remove the confidential information it
contains. Language in article 5 paragraphs 3 and 4 notes that public sector bodies
‘may impose obligations” to re-use only pre-processed data or use a secure
processing environment, allowing public institutions to decide not to define re-use
conditions at all, or, on the contrary, to go beyond the provisions of article 5.

We understand the need to provide different possibilities to protect the data before
or during re-use, to ensure proportionality and reduce impact on re-users and/or
the public sector, but also to provide additional safeguards when deemed
necessary. However, to avoid fragmentation, application of such re-use conditions
should be harmonised at EU level. This means that Member States, supported by
the European Data Innovation Board, could for instance define categories of
sensitive data for which some of the conditions laid down in article 5 may be used.
This would ensure that a specific category of data would not undergo pre-
processing in one Member State, real-time secure processing in another,
additional rules in others, etc.

In practice, the provisions set in paragraphs 3, 4 and 5 of article 5 may be
complicated to implement as competent authorities are likely to lack the necessary
expertise to oversee pre-processing or manage secure environment processing.
Such activities would be costly for Member States, which would need appropriate
resources (more details in dedicated section). We believe it is important to avoid
carrying over the inferred costs to the re-users as much as possible, to ensure
fairness to all interested re-users, particularly smaller businesses. In any case,
potential fees should be reasonable, proportionate to the re-use costs and should
not exceed the marginal costs, as detailed in the Open Data Directive®, particularly
its recitals 36 and 40. The Commission and the European Data Innovation Board
should support Member States in managing (pre-)processing activities and related
tasks, such as defining marginal costs.

Clear rules on accountability and liability should also be provided regarding the risk
assessment and management between data holders and users, to avoid any legal
uncertainty for re-users of sensitive data under the DGA framework. For example,
a re-user should not be liable if information jeopardising the rights and interests of
third parties is leaked due to a failure or malfunction of the secure processing
environment provided and controlled by the public sector.

5 Directive 2019/1024 on open data and the re-use of public sector information
https://eur-lex.europa.eu/eli/dir/2019/1024/0j
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We welcome the provisions in article 5(6) requesting the public sector to support
re-users in seeking data subject consent and/or authorisation from the legal
entities, when re-use could not be granted otherwise. The necessary actions to be
taken by public bodies to complete such task should be defined by the European
Data Innovation Board — in coordination with the European Data Protection Board
when relevant — and should result in clear guidelines ensuring efficiency and
compliance with EU law.

Finally, we support the prohibition of exclusive arrangements as set in article 4 and
believe that derogations should be restricted. However, such provisions should not
be interpreted as preventing public sector bodies from agreeing to license in data
on normal commercial terms. For instance, this should not affect public
procurement contracts between companies and public bodies which contain
restrictions on data for re-use on the basis of the companies’ IP rights in the data
(e.g., data containing proprietary information about product design or maintenance
data originating from the operation of a system that the public sector body holds).

Our recommendations:

» The language regarding data re-use conditions (such as pre-processing)
should remain consistent in the whole text.

»» Re-use conditions of article 5 should be uniformly applied across Member
States. The European Data Innovation Board should support and ensure
harmonisation and coordination.

»» Fees for re-users should be reasonable and proportionate, and should not
exceed marginal costs.

»» Clear rules on accountability and liability should be provided to re-users.

» The European Data Innovation Board should develop guidelines on public
bodies’ support to re-users seeking consent or authorisation for re-use.

» The prohibition of exclusive arrangements should not prevent public sector
bodies from contracting private companies.

Good practices

Currently, the multitude of (technical) possibilities for data provision leads to a very
heterogeneous data offer as well as to different levels of data usability. To facilitate
access and use of open government data, we need harmonised and standardised
technical implementation — particularly regarding formats and systems used.
Public administrations need to address relevant issues, such as the collection and
processing of data, early on, when IT systems are procured. Developing
usability and accessibility of data can be assisted by promoting the adoption of
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internationally recognised technical and security standards to format, structure
and share data.

We see the creation of single contact points for data access, such as Findata®, as
a fundamental measure to connect data sources and data re-users under clear,
transparent and consistent conditions. Such central open government data
competence centres can aggregate expertise at national level and help sectoral or
local administration. This includes consulting and training on data anonymisation,
implementation of quality assurance and uniform provision of such data.

Single information points can act as first points of contact for the open government
data community. They should make data available through a portal that includes a
catalogue with standardised metadata (uniformly structured descriptions). The
data itself remains decentralised, held by the data providers. National metadata
catalogues should be compiled at EU level by a European single information point.
For this framework to work, there should be harmonisation at EU level in the
actions of the contact points, to avoid further fragmentation in accessing the data.

Open government data should be easily retrievable and machine-readable. User-
friendly provision of Open Data cannot be in restrictive or illegible formats, and to
achieve maximum benefits, data should be provided via machine-readable
interoperable formats and open interfaces (open APIs).

Through open interfaces, previously invisible back-end systems can be made
visible and usable for third-party developers. This fosters innovation and, for
businesses, results in greater customer reach in external app and web markets,
and increases sales of data provided via APIs. Therefore, the development of
capabilities for planning, setting up and operating proper APIs is of high
importance. Providing open interfaces for open government data requires a joint
and institutionalised discourse between administration, business, science and civil
society stakeholders.

Our recommendations:

» To foster data sharing, the public sector should support international and
European standardisation efforts in identifying and defining interoperability
protocols, APIs and semantics (common taxonomies, data formats,
models, etc.).

» Single contact points should be created in each Member State to act as
one-stop shops for stakeholders regarding data access, re-use, sharing,
etc.

6 https://www.findata.fi/en/
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Data sharing intermediaries and activities

Scope

To foster trust in data sharing frameworks, greater clarity is needed on the scope
of data sharing intermediaries impacted by the proposal. Removing any ambiguity
would provide more legal certainty and less potential hurdles to encourage
increased data sharing in Europe. It is still unclear which data flows between
companies and which scenarios will be affected, and might therefore be subject to
compulsory notification requirements, whose compliance will be monitored by
national authorities in potentially 27 different ways.

Greater clarity on the Regulation’s scope is found in the recitals, notably 22, which
should be reflected in chapter 3, along with scope definitions.

The DGA’s provisions, particularly article 9, are vague and could be interpreted as
covering existing B2B platforms operating in Europe, already developed by private
players, and through which data is collected from several types of stakeholders
(clients, suppliers notably), centralised and processed to allow the provision of
value-added services (predictive maintenance, for instance). If such platforms
were included in the scope of the DGA, they would be made subject to very strict
new obligations to authorities, such as notification (de facto authorisation) to
authorities, requirement to comply with predefined data governance terms and
conditions, obligation to unbundle the operation of the platform from the rest of the
digital activities, the prohibition to use the data for other purposes than to put it at
the disposal of data users, etc. (cf. article 11).

Such existing platforms, developed by private players based on significant private
investment, involving significant risk, and requiring massive convincing efforts,
cannot be made subject to such severe obligations. This would de facto remove
any incentive from the private side to innovate and further develop data platforms.
Such platforms providing value-added services would have to consider drastic
changes to their functioning and business models, potentially terminating their
activities. This would be disastrous in a situation of scarcity of B2B platforms in the
EU.

The proposal itself seems to recognise the vagueness of its scope provisions, by
setting a specific article with exceptions (article 14), to ensure that data altruism
organisations would not fall under the requirements of chapter 3.

Our recommendations:

»» Article 9 and recital 22 should be refined to ensure that the proposal would
not apply to a wide range of data sharing services which would be
negatively affected by the proposed measures. We understand the
Commission’s intent was only to encompass a selected group of services.
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= |ntegrating into article 9 the notion of neutrality and independence
developed in article 11 would clarify the scope and ensure that only
platforms which purpose is to facilitate data sharing are covered.
Article 9(1)(a) could for instance be amended as follows:

“‘intermediation services which sole purpose is to facilitate data
sharing between data holders which are legal persons and potential
data users, including making available the technical or other means
to enable such services”.

Similar changes could be applied to points (b) and (c) of article 9(1).

= The broad and vague concept of ‘data sharing service’ should be
replaced in the context of chapter 3 (and its article 9) by the specific
notions of ‘data intermediary’ or ‘data intermediation service’.

=  The proposed wording of article 9(1)(c) may create legal uncertainty
as data cooperatives already exist, with business models different
to the concept developed in the DGA. Replacing ‘data cooperative’
by ‘data intermediary’ in article 9(1)(c) would align provisions with
points (a) and (b), bring certainty and avoid overlaps with existing
cooperatives as defined in national law.

Requirements

Certain requirements, such as naotification, unbundling and complete neutrality, go
beyond what is legitimate, and depart from the Commission’s approach to promote
voluntary data sharing. It would also contradict key competition law principles,
which only apply such drastic approaches in situations where essential facilities
are characterised, i.e. where the infrastructure/asset concerned is unique and can
by no means be duplicated.

For example, companies should not be required under article 11(1) to take on the
administrative burden and cost of creating and operating a separate legal entity to
provide data sharing services if companies can otherwise implement appropriate
internal safeguards and controls according to industry standards. Even for the
most powerful digital companies, the Commission considers that unbundling is not
the right solution. It would be surprising that what is not considered legitimate with
regards to major actors be regarded as appropriate for platforms of all types and
sizes in the EU.

Regarding specifically the notification procedure set in article 10, it is important to
ensure that such process does not create any administrative burden and barriers
to entry in the EU data intermediation market. To ensure fairness and consistency
across the EU, no fee should be charged by Member States authorities in relation
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to the notification procedure and related monitoring of compliance and other
market control activities: the provisions in article 10(10) should be deleted.

It should also be made clearer how providers mentioned in article 9(1)(b) are
expected to manage consent, and the proposed wording — “in the exercise of the
rights provided in [the GDPR]” —is to be understood.

Our recommendations:

» The requirements set in article 11 should be carefully crafted to achieve the
Regulation’s objectives while remaining proportionate.

» To ensure a level playing field, the notification procedure should not create
administrative burden and no fees should be charged.

Diversity of sharing models

The establishment of new forms of trusted data intermediaries alongside existing
models is a promising aspect of a functioning data economy in certain fields of
application in Europe. However, there are already existing well-functioning data
sharing models in the B2B context in various sectors, where data exchange is not
restricted by a lack of trust or technical limitations.

In industrial contexts, huge volumes of loT-generated data must often be
processed and organised. This leads to significant challenges regarding the data
layer architectures and the costs entailed by additional layer structures for a data
trustee. In such cases, it is often more efficient to define data access and the
purpose of data usage clearly and directly in contracts between the partners
involved, and to offer independent audits of these contractual agreements.

Data intermediaries in the DGA should therefore be designed and applied in regard
to only specific sectors and scenarios. A data trustee could have a valuable role
particularly in the area of health or GDPR-related data. In other areas, especially
in an industrial context — in which huge volumes of machine data are transferred
and processed, often directly at the edge — an intermediary is often not necessary
and implies additional complexity and a decrease in efficiency.

If the intention of this chapter of the DGA is to encourage the emergence of new
specific European players, models and services, and not to restrict the activities of
existing data sharing services, we believe this should come across more clearly in
the corresponding articles.

Data access and data sharing outside of the specific data-sharing models captured
by the DGA should continue to be regulated according to existing rules (e.g. GDPR
in the context of personal data) and the principles of companies’ freedom of
contract and right to self-determination. Where there is no need for an intermediary
and where additional layers in the B2B data-sharing would not reduce but rather
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increase transaction costs, access and use should be regulated between partners
in fair contracts that take the interests of both sides into account in an appropriate
manner. DIGITALEUROPE believes that such mutual contractual agreements,
which already capture a large range of successful and growing data sharing
activities, should remain out of scope.

Our recommendations:

»» The data sharing models developed in the DGA must be carefully designed
to ensure that they do not undermine existing data sharing models and
contractual freedom.

Data altruism

DIGITALEUROPE supports the objective of creating a framework of registered
data altruism organisations to encourage data holders to share their data for
general interest purposes.

General interest use

The voluntary registration framework laid out in the DGA is only accessible to non-
profit organisations and it is unclear how for-profit organisations can access the
data collected by those organisations. We believe that the registration framework
should explicitly allow data altruism organisations to collect data for companies, if
donated data would be used for “general interest” purposes and if data holders
originally gave consent to such transfers.

The Regulation proposal does not contain any definition of “general interest” and
only lists a few examples of general interest purposes in recital 35. While flexibility
is useful, a definition would provide legal certainty to data altruism organisations
and their potential partners.

Because DIGITALEUROPE and its members believe that digitally transforming
industries can help tackle global challenges, research and innovative uses
undertaken by companies should be included in the definition of “general interest”.
This should include the development of new services and products by companies,
as long as they participate in general interest purposes. For instance, this could be
the case for donated data used to make product or services more accessible for
persons with disabilities and elderly people, data used to develop sensors reducing
heat losses of buildings to reduce energy consumption, or data used to advance
medicine by developing innovative therapies and medication.
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Our recommendations:

» The proposed framework should make possible for companies to access
data donations from citizens if the data is collected for “general interest”
objectives and if consent was given.

» A definition for the concept of “general interest” should be inserted, and
include the support to research and innovative uses, including the
development of new services and products by companies.

Managing consent

Relying on consent as basis of the data altruism model may be challenging
depending on the uses projected for the donated data. For instance, as recital 36
notes, it is not always easy to outline in great details at the time of data collection
why such data is needed for research purposes — this issue is also acknowledged
by the GDPR. The DGA should find the right balance between ensuring enough
information is provided for data collection to be allowed by data holders, while
giving enough flexibility for data re-users. Clear and generic processing purposes
categories would facilitate control for data holders but also enable data re-use. The
competent authorities listed in the Regulation should support data users in seeking
data holders’ consent.

DIGITALEUROPE would also welcome more information regarding modification or
withdrawal of consent from data holders. Consent withdrawal may create legal
uncertainty for businesses which have obtained data through registered data
altruism organisations. Accountability and liability of re-users may be at stake if
they have not been notified by data altruism organisations or if information
provided is insufficient to act.

The Commission should therefore develop guidance regarding modification or
withdrawal of consent under the data altruism framework. Such guidance should
also detail the actions to undertake if consent is withdrawn (e.g. whether the data
provided should no longer be used, but also be removed from the projects it was
being used for).

Our recommendations:

» Data altruism organisations should provide clear and generic processing
purposes categories, providing sufficient information on potential re-use to
data holders while giving enough flexibility to re-users.

» The Commission should provide guidance on consent withdrawal,
including accountability and liability risks, and the actions to undertake to
mitigate them.



17

O A"

DIGITALEUROPE@

EU consent form

We welcome the development of a harmonised consent form for data altruism,
which would facilitate data donations collection and bring certainty to data donors.
The form should be adapted to donations from all data holders (data subjects) but
also companies (legal persons).

Taking into account sector-specificities is essential but the possible deviations to
the form should be channelled by criteria to be defined by the Commission.
Otherwise, it is likely that important changes to the form in different sectors would
counter the initial objective of bringing legal certainty to data altruism.

Many stakeholders will be impacted by the publication of this form, which may
become a prominent tool to collect data donations. Thus, relevant interested
parties should be able to participate in the drafting of the consent form, via
consultation and dialogue. Regular reviews of the form should be scheduled,
including an assessment of its use and the need for a revision.

Our recommendations:

» The Commission should guide sectoral changes to the EU consent form,
to avoid major divergence.

» Relevant stakeholders should be consulted before and during the form’s
drafting process.

International data transfers

Transfers and adequacy mechanisms

DIGITALEUROPE supports the development of frameworks that encourage the
cross-border flow of data, while protecting intellectual property (IP) rights and
commercially-sensitive information. The importance of cross-border exchanges is
particularly inherent to many of the goals and benefits of enhanced data sharing
and collaboration.

In its paragraphs 9 to 13, article 5 of the DGA imposes restrictions on international
transfers of publicly-held non-personal data comparable to those applicable to
personal data in chapter 5 of the GPDR. As written, and potentially interpreted
differently across Member States, such requirements could potentially inhibit,
rather than promote, greater European industrial data sharing and research
collaboration and impact current well-functioning arrangements.

Indeed, article 5, notably its paragraph 12, is not clear enough about which kind of
personal data it refers to. Thus, we believe that the provisions in article 5 should
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be more consistent and better indicate which type of data for re-use is intended to
be restricted from data transfers to third countries.

Clarification is also needed regarding the process for determining adequacy of
non-EU countries, given there is no such process in place for non-personal data,
and on guidance for business on technical and non-technical measures. In
addition, we welcome the introduction of equivalence tests to review IPR and trade
secret frameworks of third countries and ensure the protection of sensitive non-
personal data held by the public sector. Such equivalence assessments should be
aligned with the EU’s international commitments.

Our recommendation:

» Further clarity is needed in paragraphs 9 to 13 of article 5 on the different
provisions to avoid potential restrictions on international transfers of non-
personal data (e.g. type of data to be restricted, process for determining
adequacy of non-EU countries).

Access requests

The DGA, in its article 30 paragraph 3, sets provisions in case of a court or
administrative decision from a third country to give access to non-personal data,
when there is no international agreement applicable. Such provisions are similar
to those of the eEvidence legislative proposal on cross-border access to electronic
evidence’.

As the eEvidence Regulation is still being discussed in trilogue negotiations by the
EU legislators, we ask policymakers to avoid any parallel work that would create
legal uncertainty by leading to different provisions in those two separate
frameworks. It should also be considered whether there is a need for such
provisions under the DGA instead of a reference to the eEvidence Regulation.

As part of the eEvidence negotiations, we believe that the resulting framework
should be balanced and pragmatic. It should address conflicts with third country
law by taking the needs of law enforcement into account while helping avoid
untenable conflict-of-law situations for service providers. Ensuring proper notice to
affected users is also key, with secrecy orders being the exception, rather than the
rule — therefore service providers should be allowed to inform users when their
data has been requested.

One of the key provisions of the eEvidence framework looks to address situations
that may arise with lawful requests to data that conflict with third country laws
(Article 15 and 16). It is important that service providers be able to highlight any

7 Proposal for a regulation on European Production and Preservation Orders for electronic evidence
in criminal matters https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2018:225:FIN
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problematic requests that are in direct conflict with third country law. In addition,
courts of third countries must be respected and if any conflicts arise, then such
requests should be uplifted, preventing service providers from having to prioritise
either EU or third country laws.

Our recommendation:

» As the provisions of article 30(3) are already being addressed and
negotiated as part of the eEvidence Regulation framework, the DGA must
avoid any duplication of the ongoing work, especially by ensuring alignment
with the eEvidence provisions that would address the conflicts that may
arise with third country laws.

Competent authorities

Framework simplification

The legislative proposal allows Member States to designate various competent
authorities for the different provisions set in the Regulation. While it brings flexibility
to Member States, it may also lead to unnecessary complexity.

DIGITALEUROPE calls for simplification of this framework of authorities. Existing
authorities and institutions should be used to apply and implement the provisions
set in the Regulation. On top of reducing conflicts of competences and ensuring
economies of scale for Member States, such simplification and synergies would
also make it easier for stakeholders to know which authority to contact regarding
data issues.

Leveraging single information points to encompass all data-related authorities
would also provide clarity to stakeholders about their rights and obligations
regarding data. If Member States decide to designate different authorities, single
information points would act as one-stop shops to give access to resources and
capacities provided by the various institutions, including a public catalogue of the
data available for re-use. Ideally, there should be only one contact point for each
Member State to provide practical advice on data with clear, simple and user-
friendly guidance tools — particularly benefitting SMEs, which do not necessarily
have the knowledge to profit from the data economy.

A European single information point should be created to provide a public register
of all data available for re-use under the DGA and the Open Data Directive, as well
as information on how to request re-use and contact the national information
points. Preferably, this role should be assumed by the European Data Innovation
Board to avoid duplicating institutions with similar roles.
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Our recommendations:

» The framework of competent authorities set in the proposal should be
simplified.

» The concept of single contact points should be extended and leveraged to
create one-stop shops for stakeholders regarding data access, re-use,
sharing, etc.

» A European single contact point should provide information on national
contact points, on the data available and how to request it for re-use.

Resources

Competent authorities need to receive sufficient support from Member States,
including enough personnel, with the relevant skills. Otherwise, the competent
authorities may not be able to carry the tasks assigned by Member States under
the DGA.

The case of sensitive data re-use requests

A lack of support from Member States would be particularly problematic for the re-
use of sensitive publicly-held data, as competent authorities granting or refusing
access may quickly be overwhelmed by an important amount of data re-use
requests. Ultimately, this could lead to major delays in granting or denying access
if the proper resources are not provided.

The Commission and the European Data Innovation Board could also work with
Member States on guidance and templates to fast-track the approval of data re-
use requests. A risk-based approach could be developed, allowing authorities to
focus their resources on assessing complex requests while quickly granting access
when the data would not be at risk.

Decisions-making processes on whether to grant access to data should be fair and
transparent. This would create certainty and ensure that companies can rely on
data re-use to research innovative digital solutions or develop new business
models.

Member States should report to the Commission and the European Data
Innovation Board on the allocation of resources to competent authorities and their
plans to address potential and existing shortcomings.

Even though the DGA provisions entail non-negligible costs for Member States,
the proper implementation of the legislation would generate major benefits for the
European data economy. Additionally, developing processes regarding sensitive
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data handling would also allow Member States to know better the data they
possess and leverage benefits from its use, as happened with the creation of the
Public sector information (PSI) Directive.

Our recommendation:

» Member States should allocate enough resources for national competent
authorities to carry their tasks properly, and report to the Commission and
the European Data Innovation Board.

European Data Innovation Board

We welcome the creation of a European Data Innovation Board to advise the
Commission in its implementation of the DGA, notably to ensure uniform practices
by Member States.

Representatives

The DGA, in its article 26, only foresees the following participants to the Board:
Member States’ competent authorities enforcing the different provisions of the
Regulation (cf. chapter 5), the European Data Protection Board, and “relevant data
spaces” and “other representatives of competent authorities in specific sectors”.

Sectors should not be only represented by authorities, but also by the industry. We
call for the digital technology industry to be amongst the specific sectors listed as
Board representatives in recital 40. The ICT sector is now worth almost €500 billion
in Europe, equivalent to nearly 3.7% of the EU’'s GDP&. Its impact is actually
greater as those figures do not fully comprise the data economy (3% of EU GDP?)
and do not take into account the digitalisation of other fields enabled by the ICT
sector. Manufacturing, for example, a sector undergoing a deep digital
transformation, remains the backbone of the Europe’s economy and contributes to
over 14% of the EU’'s GDP?.

The proposal only allows for limited ad-hoc invitations to other stakeholders and
interested parties. We believe that the Board would benefit from having relevant
stakeholders providing input and supporting its activities under a regular and
formal setting. This is particularly significant for tasks listed in points (c) and (d) of

8 Eurostat, 2018, https://ec.europa.eu/eurostat/statistics-explained/index.php?title=ICT sector -
value added, employment and R%26D

9 EU Data Market study, 2020, https://datalandscape.eu/european-data-market-monitoring-tool-2018
10World Bank, 2019, https://data.worldbank.org/indicator/NV.IND.MANF.ZS?locations=EU
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article 27, as industry players have unparalleled experience working on
standardisation and interoperability at international and European levels.

Our recommendations:

» The structure of the Board should be representative of the diverse data
economy ecosystem. The list of sectors in recital 40 should be expanded
to include the digital industry.

» Industry stakeholders should be able to regularly participate in a formal
setting in the activities of the Board.

Powers

As defined in the DGA, the Board should only advise and assist the Commission
in the different activities listed in article 27. However, ensuring consistent practices
among Members States in implementing the Regulation is key. This not only
means monitoring and reporting, but actual enforcement capabilities.

Thus, we consider that the Board must enforce the harmonisation of practices at
national level, either by itself or via the Commission. The Board should be able to
develop:

» Guidelines, recommendations, best practices to provide Member States
with enough knowledge to ensure consistent practices.

» Opinions on the status in given countries.

» Binding decisions in the cases where some Member States would develop
inconsistent practices that could lead to market fragmentation.

The above competencies would ensure that the tasks mentioned in point (a) and
(b) of article 27 can be effectively carried.

We also propose that the Board plays a wider role in the development of the EU
Data strategy’s initiatives, by advising the Commission and by acting as forum for
stakeholders to discuss data economy issues and improve the coherence of the
overall EU framework.

Finally, the Board should also liaise with the Support Centre for Data Sharing*! and
possibly integrate the centre within its operations. The centre’s work to research
and analyse data exchange practices and raise awareness on data sharing should
be leveraged by the Board and by single information points, with the goal of
creating national or transnational support centres.

11 https://eudatasharing.eu/
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Our recommendations:
»» The responsibilities of the Board should be clearer and better defined.

» The Board should have the capacity to draft binding decisions to tackle
inconsistent implementation practices.

» The Board should act as a forum to advise the Commission on its data
economy initiatives.

» The activities of the Support Centre for Data Sharing should be supported
and potentially integrated within the Board.

DIGITALEUROPE looks forward to discussing with EU policymakers how to best
implement the recommendations outlined in this document.

FOR MORE INFORMATION, PLEASE CONTACT:

AL Julien Chasserieau

Policy Manager for Data & Innovation

julien.chasserieau@digitaleurope.orqg / +32 492 27 13 32
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About DIGITALEUROPE

DIGITALEUROPE represents the digital technology industry in Europe. Our members include
some of the world’s largest IT, telecoms and consumer electronics companies and national
associations from every part of Europe. DIGITALEUROPE wants European businesses and
citizens to benefit fully from digital technologies and for Europe to grow, attract and sustain the
world’s best digital technology companies. DIGITALEUROPE ensures industry participation in
the development and implementation of EU policies.

DIGITALEUROPE Membership

Corporate Members

Accenture, Airbus, Amazon, AMD, Apple, Arcelik, Atos, Autodesk, Bayer, Bidao, Bosch, Bose, Bristol-Myers
Squibb, Brother, Canon, Cisco, DATEV, Dell, Dropbox, Eli Lilly and Company, Epson, Ericsson, Facebook,
Fujitsu, GlaxoSmithKline, Global Knowledge, Google, Graphcore, Hewlett Packard Enterprise, Hitachi, HP
Inc., HSBC, Huawei, Intel, Johnson & Johnson, JVC Kenwood Group, Konica Minolta, Kyocera, Lenovo,
Lexmark, LG Electronics, Mastercard, Microsoft, Mitsubishi Electric Europe, Motorola Solutions, MSD
Europe Inc., NEC, NetApp, Nokia, Nvidia Ltd., Oki, OPPO, Oracle, Palo Alto Networks, Panasonic Europe,
Philips, Pioneer, Qualcomm, Red Hat, Ricoh, Roche, Rockwell Automation, Samsung, SAP, SAS, Schneider
Electric, Sharp Electronics, Siemens, Siemens Healthineers, Sky CP, Sony, Swatch Group, Technicolor,

Texas Instruments, Toshiba, TP Vision, UnitedHealth Group, Visa, VMware, Workday, Xerox, Zoom.

National Trade Associations

Austria: 100

Belarus: INFOPARK
Belgium: AGORIA

Croatia: Croatian

Chamber of Economy
Cyprus: CITEA

Denmark: DI Digital, IT
BRANCHEN, Dansk Erhverv
Estonia: ITL

Finland: TIF

France: AFNUM, SECIMAVI,

Syntec Numérique, Tech in France

Germany: bitkom, ZVEI
Greece: SEPE

Hungary: IVSZ

Ireland: Technology Ireland
Italy: Anitec-Assinform
Lithuania: INFOBALT
Luxembourg: APSI
Netherlands: NLdigital, FIAR
Norway: Abelia

Poland: KIGEIT, PIIT, ZIPSEE
Portugal: AGEFE

Romania: ANIS

Slovakia: ITAS

Slovenia: ICT Association of
Slovenia at CCIS

Spain: AMETIC

Sweden: Teknikforetagen,
IT&Telekomforetagen
Switzerland: SWICO
Turkey: Digital Turkey Platform,
ECID

United Kingdom: techUK



